MEMORANDUM OF UNDERSTANDING
CONCERNING THE DISCLOSURE OF STATE TAX INFORMATION TO


 FORMCHECKBOX 
 Commissioner of the Revenue
______________________________
 FORMCHECKBOX 
 Director of Finance


Locality Name
 FORMCHECKBOX 
 Director of Tax Admin. ___________________

__  __  __  __  __
FIPS  Code 
This Memorandum of Understanding between the Department of Taxation (TAX) and the undersigned Commissioner of the Revenue (“COR”) memorializes certain terms that shall govern the disclosure of state tax information on-line.  The COR requests withholding tax information for their own locality, income tax information on individual taxpayers in the entire Commonwealth of Virginia, and sales and use tax information on:

Select One
 FORMCHECKBOX 
 Locality Only 
 FORMCHECKBOX 
 Entire Commonwealth of Virginia
      (on-line access)
      (on-line access)
DEFINITIONS:

For purposes of this Memorandum of Understanding, the following terms have the following meaning:
“Account information” means information about a specific taxpayer and includes FEIN/SSN and tax transaction information such as assessments, payments and refunds.

“Commissioner of the Revenue”  or “COR” means the local tax official referred to in Section 58.1-3100 of the Code of Virginia, and shall include the Director of Finance and any other officer performing any or all of the duties of the Commissioner of the Revenue in any county, city or town.  

“Demographic information” means information about a specific taxpayer limited to name, address, location of business and similar information, but does not include information about tax transactions.
“IRMS” means the Integrated Revenue Management System utilized by the Department of Taxation, or a similar system that may be installed in the future.

“Return information” means information provided by a taxpayer in a tax return (state or federal) filed with TAX, which may or may not include an image of the return.

“Taxpayer information” means any Account, Demographic or Return information received from TAX.

TERMS:

During the term of this agreement, TAX agrees to the following:

1. TAX will provide online access to “IRMS” to the COR and employees of the COR designated in writing by the COR as authorized to receive state tax information, provided that each such person:

a. Signs the TAX Confidentiality and Unauthorized Disclosure of TAX information form,
b. Has provided adequate information to authenticate the authorized person, and
c. Has undergone security training and agrees to take an annual refresher course.  TAX will provide more information on the required security training.
2. IRMS on-line information will contain: 

a. Taxpayer information for any person or business in the COR’s locality or if requested all localities in the Commonwealth for retail sales and use tax,
b. Taxpayer information for any individual income tax filing in the Commonwealth, and
c. Taxpayer information for any person or business in the COR’s locality for withholding tax.

3. Reports (via EESMC):
a. Reports generated by TAX containing demographic information for retail sales and use tax:   The reports will be available for the COR’s locality and, if requested, other localities in the Commonwealth designated by the COR.  The COR may submit a new Request at any time to change the localities for which reports are requested.

b. Taxpayer information for retail sales and use tax reports will be available for the COR’s locality.

c. Report information that is converted to electronic form (MS Excel, PDF, etc.), or any other form, retains its status as confidential taxpayer information that must be protected from unauthorized disclosure.  Therefore, MS Excel files that are created containing confidential taxpayer information must be password protected to restrict access to the information by unauthorized personnel, and similar security measures must be taken for any other format used.
4. TAX may immediately suspend access to IRMS for any employee of the COR or the entire office of the COR if TAX determines, in its sole discretion, that such person has committed one or more acts of unauthorized disclosure, or does not follow procedures for protecting confidential tax information from unauthorized disclosure.  

a. In the case of an on-going investigation, such access may be suspended until a final determination is made.
During the term of this agreement, the COR agrees to the following:

A. The COR acknowledges that the information obtained from IRMS is confidential tax information subject to the penalties provided under Va. Code § 58.1-3 for unauthorized disclosure.  
1. The COR agrees to ensure that their employees are aware of the confidentiality requirements and penalties for unauthorized disclosure, which includes “browsing”.
2. The COR will have all employees sign written documents that may be required by TAX where the employee acknowledges the confidential nature of the information and agrees to protect such information, safeguard (not share) their password, and use access for authorized purposes only.  When it is discovered or suspected that a password has been compromised, the COR will notify TAX immediately in writing                              at fax #804-367-3023 so the current password can be cancelled.  A replacement password will be issued when appropriate.
a) A replacement password may not be automatic.  TAX will need to review the circumstances of each incidence to determine if a new password should be issued.

3. The COR agrees to obtain a written acknowledgement of confidentiality requirements within 30 days of a new hire or before access to IRMS, whichever is sooner, and annually as required by TAX for all other employees.  The COR agrees to notify TAX within 48 hours of the termination, resignation or separation from service of such authorized users by submitting an SA-IRMS-E form.  
4. Only employees with a need to know considering their specific employment responsibilities shall be allowed access to taxpayer information.  Independent contractors and employees of third-party vendors shall not be granted access to taxpayer information without prior written permission from TAX.

5. The COR will comply by:

a) Providing immediate notification to TAX of suspected breaches.

b) Allowing TAX to both participate in the investigation of incidents and exercise control over decisions regarding external reporting.

B. Confidential tax information provided by TAX will be used only for administering taxes imposed by the COR’s locality and verifying the accuracy of state and local taxes collected by TAX and distributed to the COR’s locality, and will not be shared with any other person who is not authorized to receive confidential tax information.
C. Any documents printed or created that contain confidential tax information will be closely monitored to ensure that only authorized personnel possess or see it; the documents will be stored in locked cabinets when not in use and destroyed when no longer needed.
D. The COR shall maintain a file with all acknowledgement forms regarding safeguarding and securing of confidential tax information.  The COR shall also maintain at all times an updated list of all employees that have or had access to taxpayer information.  Such list shall include the employee name, position, and beginning date for which access was granted by TAX and, if applicable, the date access was terminated.   It is recognized that some employees who still need access will not have an ending date.  The COR shall review this list at least once every six months to verify those employees with access to taxpayer information is correct.  The COR shall provide a current copy of the list to TAX upon TAX’s request.
E. The COR shall provide TAX personnel access to their office, documentation and staff for the purpose of assessing the COR’s compliance with the terms of this agreement concerning the protection of confidential tax information from unauthorized disclosure.

MODIFICATION:

This agreement may be modified in writing from time to time as deemed mutually desirable and acceptable to the parties.

EFFECTIVE DATE AND TERMINATION:

This agreement shall become effective as of the date when both parties have signed it, and shall remain in effect until terminated.  This agreement shall be binding on the parties’ successors in office.  Either party to the agreement may terminate the agreement at any time by providing written notice to the other party at least 60 days prior to the termination date, except for security violations as previously specified.

Signed on behalf of the

Department of Taxation by:

__________________________  
_____________
Tax Commissioner or designee
Date

Signed by the Commissioner of the Revenue:

__________________________
__________________________
___/__/____

Signature
Printed Name
Date

________________________________  
                                                 Title
of the City / County of _________________________________.
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